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(54) RECORDING AND REPRODUCING SYSTEM FOR OPTICAL IC CARD 
(57)Abstract: 

PURPOSE: To provide the recording and reproducing 
system which can limit the users of data~recbrded Trf a 
card or registered persons to record data in the card. 
CONSTITUTION: This system is provided with a cipher 
processing part 42 to cipher data to be recorded in a 
prescribed cipher sequence with an arbitrary cipher key, 
recording means to record the ciphered data in an 
optical memory part 3 of a card 1, reading means to read 
the data recorded in the optical memory part 3, and 
decipher processing part 43 to decipher the data read by 
the reading means according to a prescribed decipher 
sequence with an arbitrary decipher key, and the cipher 
key and decipher key are composed of keys in a pair of 
public cipher systems of which content? are different 
from each other. 
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tf-^t: IB*tt? ft £ PSS"T ft £ i: 0 "C * ft K 
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1 

flillBtf #4 b b fer - * ft :* - K 1*3 ©ft * * 'J B**" 
tllli^** yftfclBfcbfcy-* ftK*aaiWR*R 

oT^©ttHMl^*tM*&*-*tt#fl^&fc ftH 

A., 

I C*-F«MB*?i£t'*7 l A. 
WWW 2 ) MHtg 1 K IMWWbllttlWB 
a-Kfifc^JMBfcbTS*, ISBtt^bHttaK*- 

I c*-KcD8E«B4f 7-r A. 

C*-Krtfc*»t>ia»bT«<i:J:ftW«k , *"4*' I 

C * - K ©fB&lf £f *r A . 

[0001] 

S£ jWattfc* Jt*U»J: (pfttfaSH ft * tr«Sl0l» 
»kfcHWbbT*-K#fc*abfc»- ica-K© 

[0002] 

ttMBftttttfe^Mryfaa-K. 
■ktf-r 1/* V*- KJteJf*— Rb* ttfclBlWWtisSWJK 

CDffi«t#fc»bflHS£ttft^brfi»J. il©«tt*«S*» 

bfcHiM§»jB«SH»fc*afrTv>4. *5fiT*l±, *-K 
<OWffl*)fftJKtf«fc«!>fc» *-Kfc± y**fcW*£ 
***tfJ:DK*ftltttjW««>6^. £©g#ft?$fe1- 
fe»D0*-Kl: bTjfefc-Kfiitfl C;ft-Kfck*tfW 

[0 0 0 3] jfcjb-Kt^^^aifftififflbTflHS 

ft v— $%-em coflisa^flHRft*-fev* 

*0flMt!Bfrr ack^ffi3R4. ic*-Ktt*aW* 
««i§iJi&K*&ftfflv>T«l^;bfeit"*iaia^s (cpu) 
ft-fttr&ttBJftlt CJBHT. ic^^a-^l. k^?) 
ftftSHcjBSbTnaa-KT?. EKftflW* 

T-^^a^O-OT'J^xVhtStlftffiA., tf& 

ftis^-rsdhj&'jtijRSo 

[0004] - KttWRBWS **9HWSifc*Sv* 

k * y -c ft < . Sitxe »tsiiT'M4i 
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ffi, «HISB«Bft«flMlft2f0lB*43te**ftffl^"C# 
CifcKbTjLS c k C J: yflHRA«ftlM*tt* C k #T? 

U ic*-KttiaWMRftic*j?a-A#©^^U 

CPUOfiilttCioTAtbAlflfift^t:*? 

arfcSt-esajEffi. ttlp itt©*-K 
tflB^saflHWfe^-Kfcib^akttaKtt^k 

10 v>-p^ 

[0 0 0 5] *6T?l*JI|&*-K©**:WB«tt 
k Ic*-K0flHIS«ttfi*lMvf U^xVhttft 
**bTl*0*-KK*^*y»2:IC*4'i-^» 
k feHM&fcttttfejilG • ica-KjJHB&SfcT^S. 

*bT. ft- IC*-KOCOWttft'HfflbTJ»R0* 

- [0 0 0 6] ...... 

20 [ftigtfflRfcbJ:3k?ftMU tiil?. »-IC* 

- KtttMfibfe * 5 tjSv^|BHt?0SHffl^riB"C*4fc 

- * ft tss-tt-r n & s e * d - 

tm, *-HtfiHebT*a-r-3«0R4l±4#£0 
#b*^ftv^d^-ra^^AA>#x6>*i.a. * 
fe, ^Lti,i:ttJiftU:*-K^©T-^fflffi^±^0*b 

ftftfttr fc *>asfii fct?*.a * 3 fc*f * s/^r a 

30 [0 0 0 7] IMTOWkbTtt. *-KftBiHffi*A^' 

*ft*-KfcSS«U K«bfcT-*OSftttl«&#ife 
«*0*. WttffcSEIcbjMja.fcv>J:dlc , f af* 
^rAtftftT?**. *fe> &#ffl#!lkbTtt, *-Kfc 

BaKfflA/pyfcbTffiwr**^, itoEraicH-rsr 

-*l*fiaK0*««iajre*4J:5fcb, r-!5'©ff^ 
tt^JW-efetilf «S0«^4 < Tfc#£T*£ S J; e> ic 

[0008] ki5AV #*©*-K'>Xt-AT?»4, * 
40 — K^OT-^fflBEfik^fcii*-^*^©?-*®^ 
>*^ffl#A^iE b vvn"x9- K ft A^J b * ;L1-*UfHrtB-t? 

5i CDgE® £ fet±S& *^Slfi tft S ti/T b * e> k V^5P?P 

b-c£<fe«b, Stfl^-K^i-KlcJfc^akSWtt 
ttfiifctua jW, •?:ih l T* : fe)®[*&©^^r7- K0*«l±3pRl 
50 tBttt&v*. 



3 

[0 0 0 91 iJ&Hi*®*©?-**!^ 

f8#&#$&fcJ8v>T$*&4c:ktfffi#4;fc!&, HIS 
CD$i5E1t **®v> fc v> ? JplP^A'fe 4 . 
[0010) #3§H,8tt, *-Kfcl2&bT<&4T-:f© 
*M1#, fc4l>t±:*-KKT-* fe?B®T't45£&#fc 
-5 C t ©T' £ 4E»S£fXr A fegiHrf & ' t 

[00 11] 

[gB^jgjfc-f 4 £»!>©#©!] #3BBJK«k4tf- ICA 
«W41i«#«J:, 3fc**U»fc1B»bfe?-*feW* 

atePfcfcHtj. **<bi»*tftt#fbiitt£v>icrt«© 

ji&4.H&©&g§it-§-3&©ttT?#/fti"4. -©*§-£* w 

#fbWttJ-Krtfc*«>lB*bTJS*, tt*{bttli3filE 
*- Kttffl#^»5KK«*»6Aa , f 4 J: d fc*MW4. 

£©<§£, **<b*l±SR*-K^#a^« 
V*6AftU «#<b&&;*-Kl*3fc?0>gB&-f 4A9 

[0012] 

&IMMf#JRfcttfflU -£©«lfe$S&i&> ffe£©@£ 

ffl*!lffl#, *4^tt*-Kfc5 s -*feie*T?t4K»# 
& PfiJgf 4 £ t t? $ 4 J: e> t b X V > 4 . 
[0 0 13] *-Kfc«B*bT*47 r -i'©#!lfli#fcR 
3g1-4kStt. tff4W*tt£W*kbT*a*-Kfifc 

g*»6A*-r5J:-pfr4. ^-K^-r-^&BBlgrf 4 
- K ft tSS® b T & 5 B&#fltft fc J; 0 T A A b fcr - * 

[0 0.14] 5b-KrtfcW*bT*47 s -* fe££1"4 

tt, AjBSftfctt#<b*lfcB^Tffifc©tt#<b*MT?? 
-*fc^§-b|f£-f4. 

[0 0 15] LfefcT, ^-K^©?-i'©fB®ttfit 
*fb*fe»6*<T*)We*0. *W#ftlBS-rffc 

KBE»bTfeSr-i»©?l£tt. «-§4bttfc*0o"r^s 
if b A45 5 £ 2: A'T? £ & v-» «>. r - * ©fflffl tttSS© 
#bjWj3£i:tffti*fc^. 
[0 0 16] jb-KKT-JfeBft-eS^SfltefclHS 
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-KftfcB»bT«<. A-KfcT'-* tiaW«2:t 
I*, ttffl* **«*i£H*» 6 »#4b« & «*<b«»AUc A 
fl-f 4£fcK.koTfr3. ifrWbiKMrett. c:©«f* 
fls»fcfflv^»f£©W*^*t?Ii^4T--* fe»* 

-fbb. BM-ftbfcr-J'li3te*»4B»*Sftfflv>T* 

[0 0 17] *-KrtfcB»bT*4r-*ftllft-f6 

io ^tt&Bra^afcioTft^uSfr&T- 
jBv>Tt8^b^s$?ffi£©8^b#ffi-eT-* fe«# 

bSft-J-4. 

[0 0 18] Lfetf^T. #-K^©t-*©?B<SI±I* 
#<IJte»oT^4tt£©#b^3Ck#fll*ir. - 
ftfc#bT*-Kfc8BftbT*4T-*©?i£li. 
#j^#fbltfc#6ft<T ! bt53;i2;**T?S. &J3*fc 
Pft^lff £fc4g£&S K'&o Z. h tf£fj#4. 

[0 0 19] " - - - - . . 

20 [Xfltffl 0 1 tt. *«lB-Pttffl-r 4* • I C * - K 1 

USP3 £J;04gHEIlMll ( I C^J^a-;U») 4 fc^fiB, 
bfcfl&Sk&oTV^. 

[0 0 2 0] UgpSltU— \?%®mMK&-?-Cffi 

^TV^4lt«A^*aj$^4^fi©ff^fe^gPT'$> 
4. £©^6;*^ U 95 314. 02©lBH$rffiBfcjj*"*"*5 

tc, IMW***-vls o £i£Hltg|53 l (£Ji*5 

30 (£14*8 0*) fe^*bTlf^lB^Jfi:brv>4. fit 
WfliMti&'B&ftHJI 33t*- K&#JI (I6S) 3 

O&B&itf 4fctf>lc^ffl5!{bJl 3 5 tffltf feftTV^. 

[0 0 21] yfi^^ Ugi53t»±, *-Kl©ft#*lRlt 
^©^^ KB A>*- K 1 ©5fi#*lRJtsp^KM.A/t?^ 
rtStvCBU, «NI««36mj««h4J:5fc7#-^y 

h<b$tlTV>4. *fc, *^>KBfcH«-»<-f hffir- 

h5^5'S:«fi&-r4 1 lt$8^s' MtfcTs» K-fe;i/k*tf*i4 
40 #fit«M^^ffiSWSiJ 3 1 * fcttiSMW 3 1 © 
fiST- 2 k bTia^S ^rv^ 4 . 

[0022] I HSa-JI«4 li^A^Simtf 

IZ ±-3 TWLfcC P U^^^E U & if © I C^y ^fe^ 

Ubr»»bfct»©T. *-Ki©»fflfci*iso (b 
nmii) T?fi«>fci»*tt«fcfftjfrr4*-K»«i 

*^Mk©S^fe@4 6fi©jS?Cl ~C6 A^SIfflbT 
V>4. i©*»?Cl ~CE tt.it&3&mifibQWgM&<D 
W*S. «*Sai:©IB©r-#e33S*irK:«ffl**t4. 
50 [0.0 2 3] @3l±. #jWK*43fc* IC*-K©E 
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*jv>t, %■ ica-Kn±Bu&L;fe«ke>fcft**ygp 
4rtvcttcpu4o, i c**y4 i, jps^^-tja-a 

l-aigf-f^SS^ 2, Bf-i-ASr^-i-iaiai'i'ft-t'fb^ 
3934 3, iS?Cl ~C6 V* 0 hffi4 4 

*Hftv**4 5 fcrtbTftlltSiVCua. 
[0 0 24] *— K«»5M6«BI±. CPU5 

0, -/Di^A^U 5 1, "^-^V^^U 5 2fcif 

A**v4*-KU-^5-f CRT, R/W». tv> 

^) 53, /?*9-K*ie&T-*&k*&A3Ta*- 
5 4 . &ffl#£*r-r 6»fi*j«®»jR*S£y-* ©ft 

Oj&if&fJ^r-f x.-fU4im&-fV y^fBSteZtoT 

-9 ##$5 5 tf-tivfiM:*. 5 6 btgfi^StbT 

; v»a. 

[0 0 2 5J R/WgP5 3l±#a*fcl±iS)tJ:oT}f 
A • aw * fr* * - K 1 © 3 V * 'Fb §P 4"4 t £-& UT " 
IC J EJ?a-^»4^mKfett»bfcO. 
*>J-fes> h«**©*HWI»t:l«*bfeU, I C*^a 
-;i/gp 4 £ J: 5 m CD r - * & 1M b fc 0 

* U»3 ffl|5$f • 5£fcf53 *i 

£*VTV>a. 

[0 0 2 6] fcfc, JBSSWSKA-KlSJlAbTr 
H4~H7Kwf'>--^V^HS:<WRbTlttWf *. * 
bTVSfcflff £. £1% 

ts&itmt y , b #©«»&!§ b-c*>g b 

5 ifcfcv^MIIMf-ajRT?. ft*fcftti©»c3A©»*# 

©BS^C^&BR-p feR S A (Rivest, Shamir, Adleman) B^HI- 

n»*J:llMI-fe*3 u?-f j » 3tt# • ^®a 
©tSMSrfct, ^**WjS*©W*fc*»Jl»»ft/8HWl5 

iD ! a$:t5'pt>©T'$.a. 

[0 0 2 7] B£-§-fb#JiE l± TC = E (M) =M" mod 
nj T-3i£*V, «§4t#JBDtt TM = D (C) =C* mo 

d nj -e$2*i,a. Mit¥:£, ctttf«*T?*a. *§- 

•fbtttti ein, ft&ftltl* dtnT, B&^btl e k n It 
&HU ^bStdltgi^k-ra. He, d, n©j*^ 

ia*©#jH"tfSi. 

®2-3©**fc**.p, qfctt*fc»tf, n = pqtt 

a. 

O (p-1) k (q-D ©*/h&*SRLfttt*U L 

@ed = l (mod L) &jg£:1-d fc^&a. 
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£e>b-Cjg^£ffie, d, nit, £T©¥:fcMK#b, 
rM^mod n=Mj #$&1~a. 
[0 0 2 8] jWW«^*Cft«H«t&fctttt*fhll 

p, qfcftiy. (p-i) (q-i) ©fcth&tt 

®[Lk^il«|ei:A>e> rd = e"l (mod L) J 

q©8rc&&fr&&NMtn *^n^B^»T't as 
S©SK[T'tti|f^-K:&e>«:v'>. 5I#lip q *#1 0 0 

va. -J: iooo MiPS©a^tfactaS:fflv> 

[0 0 2 9] fcfc, B4£±tf@5KirVfS/-ir;/*B 
&#K(b. *«qiK:J:4JBl©»ff*lt«lK-3V^Tttfl 
■fa. #nsswit*-K^©T-*©l3«itfeagtfEi 

©If £«&£©# LjWT^ilk^-CSav^^tb fcfg 

20 Klfcfc^ftBtfbTJS*. «-Wb«dtt«««i:fC 
g£tiflc * - Kt^#tftt*Sfli 5 * 6 Ail" 6 J "5 

•fa. 

[0 0 3 0] *f, BEfiy&ifflOii^tt. ®4<Di/-iry 
^HfcjR-TJ:5fc, «M#tf**S«5©T-*A2» 
5 4 fc* £> EEISt— * M e & A 31" a C k ic J: o T H*fi"f 

a. !E«Sr-*Me©A3lt, ffiffi#^J;a#-7R— K 

- 9 © K 5 4 -fSM* 6 ©tSS« if * • 

[0 0 3 1] A3S*vfclB^T-3'Mett^56S:ji 
30 »J. R/W»5 8fiJ;tf*-Kl«)3Vi'j'HW4* 
ST^&«!!a954 2^fesl$^a (Xfv^Sl) . MF 
•&-fb«!!aS4 2^lt I C^^E U^4 1 VC&litSk bt^ 
»BWb-C*4l»#4b«e, n355flMftS*lTV^a©-C 
Ut?^S2) . W#*m»4 2tB*§<b«e, n 
SrfflV^-CfB^x-^M e SrmSWWb^JiET'^b 

b. St^f-JC (=Me e mod n) &^fiS,1"a. 
[0 0 3 2] arts****?-* Ctt^X4 5 Srffl 
y. 3>iid>KP4 4**6«5iaBM5©R/W»5 3IC 
^Bl^tv Ut^S3) . R/W*6 3ft©3(6^9»K 

40 'SI*KJ:-3T*-Klft©3llfi^^y»3fcS«S*ba 

[0 0 3 3] fct. ^-Kiro^^^'Jgps^E®^^ 

Tv^a-r-.3i&S41"attt. 05©i/— {tvt.®^ 
1-«kpic, ttfflStj!«B*K«5©7 r -*A*»5 4A»6. 

fctt*fbil d lt^7> 5 6 Sr» y , R/W95 5 3SJ;U!A 

- K 1 © 3 y 9 i? h&S4 4 & SIT V* o feA> I C ^ * ij 4 
ltlBtlS^a Uf ?^S5) . 

[0034] ?kV>T, R/Wgp5 3rt©^s»KSI&t? 
50 y6^^US3KHE^*iTV'>aBif#7 r -3'CfflK*©y 
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*ftv> (*?y7S6) , H*«ofc»*T-# Clin 
V? 0 h$4 4 &^bT I C^S/a-;i/gp4 ?W&-%ib 

mim 3 tcta&r & Ur^s7) . tt-t^b^agp 

4 3Alt IC^^U4 lA^^bSid, n 
^TV^CDT' Ut^S8) . tH4biB«S4 8-nk 
£©ftt#fc«d, n fcBoTffi£0«#<b^JllD-ei*S- 

T-$iC U #£r-i'Md (=Cd nod 

n) kbrwa-r*. 

[003 5] ****ifcliftr-#Md ttn >HPh^ 

4 4*»6R/W»5 8l:ttTT-*fflaW5 5/vt8a* 10 

tt^&fl-bTa-SfcffljBSfta. 
[0 0 3 6] ftfc, mSiS&lfElK-m? l/—tr>7M 

M5*-T « b # b ft # 6 * - K *» 6 ©5 s - * H^ttffiffl 
bfc^-efe.a. £©fca.j^j(b»e \t®&!&t bTr 

e>!Cb. «#{b«|d, ntt^MiitbTA-Klrt^ 20 
»8Btttbrfi< J:e>k:1-S. 
[0 0 3 7] *f, Se^Sffig^lt. 06©f-< !ri/ 

5 4^6>^b«|e'S:AiI-r'5. A^^^f-^-fblgle 
l±A>t.5 6$:jiy, R/WSP5 3 K 1 ©=> V 

£2 hgp44S:Srv'>-3fc^ic>^<j4iicia!i^iT- 

4 Uf-^SIO) . &^X\ l«*Rfi5©T-5'A 
AgP5 4d>6S2^r-3'Me &Aj!rf4. ffi^r-^M 
eOAJli. &Jf#fc,fc4*-;!tf-KgKfr&©B8A 

m&T-i ^zK^totzmht-T-iKDF^jzfmu 30 

fr&ffl!j£&feir#fe4. 
[0 0 3 8] Afi2ft1tti&T~i>Me\-i.A*5 6%M 
W, R/WgR5 3j3J:U!*-Kl©3V^i? hgP4 4S: 
fcT«*»M»4 2^tS&afta (7f?^Sll) . 
%%it$m®>4 2-^\ZI C^^'JgP4 1 *»6«f^btt 
e, n#H«ttSli.*©-e Ur-^su) . ureXBl 

S©*#<b*jaB-PW-Wbb, «f*5 s -*C_(=MBe 
mod n) &£j&-T4. 
[0039] £rtS*kfc«f»T-3'Ctt.**4 5t:a 40 
y, 3V*i»HB4 4*»6**iWi5©R/W«B3fc" 
!&3£$;h (*ry?S 1 3) , R/W»5 Sft©^? 

[0040] Jl5bT*-Hl©3llS^^U®3t 

m-r*e>^. #**u&3Kfa^£tiT^4Bf-§--r-i> 

CSR/WW5 Sfcoifc/vy KSWeKI*** Ury 

7S15) . »*Sofcl*#y-i^t±:aV**hS4 
4&^bTIC*^.-;i/&4rt©(t#fbiffl!SSS4 3fc 50 



IS5W* (Xry7°S 16). 

[0 0 4 1] «^bM»*4 3.MiIC**U4 
tg-t-fb^d, ntffttt&Jvr»&©-e Ury^Sl 

7) , «-&ft»iai4 3-efctfl[^b«d, n&ffi^rm 

-3i Md (=Cd mod n) £a}#1~a. 

[0 0 4 2] g£-f-*Md hg?44*6>R 
/W$5 3£:&TT-i</B;&$5 5^i|KjS2;h. U?f 
7S18) , T-fX^U^Sa^U^^RSaifCffi 
aaMfcfl-bTJMfcfciBflSfca. 

[0 0 4 3] fefc\ H83i©lltel«T'V±, *-Kflfc«lf& 

{b^akSnPiJJ; tftt#*b*mai & TOW *\ 

i*l,6©nS7yd»a5l±iflffl'fbS*iTV'>a©T?. *~Kft 

fcWibT%). *#K»*fcll«bTt>. *&»ttflg# 
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